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1. APPENDIX: SLIDES PRESENTED AT THE WORKSHOP

1.1 Prof. Marcin Pilarski

Project SNIFFER: Content Server Discovery
Based on PlanetLab Infrastructure

Andrzej Bak, Fiotr Gajowniczek

wiarsaw University of Technology
The Foculty of Electronics and Informat jon Technofo gy

Marcin Pilarski, Marcin Borkowski
(’@ ") Warsaw University of Technology

Faculty of Mathematics and Informat ion Science

Pawet Grochocki

orange Labs
Orange Polska 5.4,

Intreduction Openlal & SNIFFER Introduction
Architecture

Developmenit

Openlab

SMIFFER Experiment

+ Storage Metworks: Intercept, Find and Facility Long-
Running % Experiment
* European Union's Seventh Framework Programme, Openlab OpenCal

* Aims at creating the replicable base for service using OpenlLab and
PManetLab environment toobserve and track the growth of various
Storage Metworks (Grids, Clouds, Content Delivery Networks,
Information-Centric Networks) in the long-term perspective

<+ Scope of the presentation:

* Introduction to the project
* Architecture, modules & functions
* Experiences from ongoing development

wrhRi, M. PRarskd, M. Bosowsid - Polttodniics Warszawsics Projsct SHIFFER: Comtent Serer Doy Based on

arnge Laks Planstlal Infrasteactong
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nitro-dwction Why SNIFFER ?
Architectune

Dewelopmmenit

facebunk ) A Dailymetion
V(i1 Tube (Akamaf .

+ Expansion of broadband access & bandwidth
consumption (video services)

+ Dynamic growth of various content distribution
systems and cloud infrastructures

= Heavy impact on Internet infrastructure, usage trends,
traffic patterns

= Topologies, geographical spread, growth usually hidden
from public knowledge

= Project SMIFFER - attempt on discovering and tracking
content servers related to popular services and CDNs

Bcelicwsid - Politeoniica Warszawsioa Profect SHIFFER: Content Serer Deoonery Based on
Planetial Infrasteactan:

introduction General Architecture of the SNIFFER System
Architecture
Development

PlanetLab Europe
Access Network

— » - e Usars 1
ﬁ"l]l -
Network 1 . 4 in
sos [} % - - A A
Nebwork 2 il / —~ ™ $ o ~ Y g
o ‘ e S
7‘4“"“" y patems a

. Capturod .
= Firdd
> Cortroter v vy Ws
End Users 2
e
Rosvests

t Server Dtscovery Based on
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Intn:-_d ctiom Traffic intercept
Architexcture Paottern Discovery

Dewelopment

+ Traffic Intercept & Pattern Discovery
* Intercepting user traffic, collecting Accass Network
URLs ”
o uses specialized server with DAG card u
» runs modified Tstat as passive software | EndlUsars 1
sniffer | A Y
= Analyzing URLs for patterns related to r
popular services L & v
» Filters URLs according to given criteria o | T
o Generates hostname patterns for web 1 -
server discovery taphand
R
r Ered Uit ¥
_" e cang
HTTF, DNS e
priehers patiems
Wl i
Services

i Warsrawsia

Introduction
Architecture
Development

General Architecture of the SNIFFER System

The result oorest of ¥ oclumers: URL, omant and
summarized payload, e5.:

nk.p»l 5384 13128752

wrw. facabook.con 8821 E1183710

fhodn-poafila-a. akamaihd nat BES3 230E5353
1 II phetes. nasza-klasa.pl B25E 2550232
fhotatiec-a. akamaihd nat 73BE 7375505
I poofile.ak.fbodn nat €21 5121051

al.ff Qwast.com E335 3354081

wew.googla.pl 5755 2EIBESOE

B examphe of the set of such strings can be:
" Bzighteowa—10. fomd . 1lnwd . nat
g::’-,, \_\..:u i ghtaswa-27 . fend . 11nw-d . nat
Boighteowa—-33. foed. 1lnwd . nat
ﬂ F— frtmrmag Sarne Brightoowa-35. fond. 11nwd . nat
A Sk ki reightonws—57 . food . 11nwed . nat
| Femirama =S ELRE PR T
el L )
LA - = |/} R— Some examples of the final pattems ane presented  below:
i — = Borage 20 VHTH brightoows—[10,57] . food. 11l nat
DAL card madia-h[15, 48] .potlackas . oom

Pefuy—01.431ilymotion com
=[1,14]-—~L=a[02,07]8[3,21]. 2. youCaha . OOM

Politednniis Warszawaic
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introduction
Architecture
Development

PlanetLab Europe

Content Servers Discovery

+ Content Servers
Discovery

intomet  DNS * Using DNS and PlanetlLab
S > [ servers to convert
= B 4 hostnames to IP
e [ 4 ‘ -»f \ -,/ addresses
( ] Bcrymoed » Searches for Aand
g 4 — CNAME records

Introdsction
Architectune
Dewelopmmenit

e h
+ Content Servers Clustering
= Aims at grouping discovered IP

addresses according to
geographical location

* Exploiting the
geographical spread of

e PlanetlLab servers for DNS

petiems. queries

» One URL can be resolved
tovarious IP addresses
depending on the origin
of the query

ener Davery Based on

Clustering & Geo-tagging

Plan=tlab 1

gateways discoversd by
traceroute todestination IP
address and whoi s -based

aggregation

(datacenter) Cammen :
- Uses: Gl Planstlab 2
- Gedngatinn 5e_n'1'1:1_3 {currently (i
MaxMind GeoCity Lite)
= Grouping by potential datacenter - Iﬁl:gm“g wons sl S les

o Deficiencies of the g=otasging
database - low acouracy for many
addresses

= l==dis to inacowrate cheshering and bad
wisualization

» URLs intercepted from Poland only

— Inadequate coverage of content

wsid - Polibedniica Warszaweic

Projeect SHIFFER: Comtent Serer Disoorery Based on

Plamstlah Infrasteschore

Page 6 of 51



SMART 2012/0046 European Internet Traffic: Monitoring Tools and Analysis

wigw' alatistics for the axperimants

sl 1 . " Ml .
i | npreiment
n v
4 ters 4 o 1
skcarsahad z E.
hd 19
EES05
hd 501 5 3
v M2 i
hd 24 5 & 1 }
5421 " '
skamahd  ZOREMLT 503 30 G4} 0 5 i 113 4oh

S

Web poge
YouTibe example

=200 patternsdizovered

W

1. 20 435 Thnd 6, T o vpasbb
1,20

1, 20)

[1.30) dayS Thardd . vpdshubie.
{1.8] 45 Tk

[, 2]

Exampleof patterns
discovered

e
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introduction Web page
Architecture YouTube example
Development

pahnika Warszaweia Project SNIFFER:
Panetliad Infr.

Demo

http://sniffer.mini.pw.edu.pl

- Palitedwiics Warszaweica Prodect SHIFFER: et Sereer Meoonery Based on

Plamstlal Infr FoChare:
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1.2 Dr. Boris Banjanin
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Import data
from other

Metflow
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Event

Generation

From
Collected Data
[Thresholds)

From SNMP
Motifications

Self @

Learning
Thresholds

Wit mrisea

Alarm
Correlation
Rules

Problem detectio
basedon long-term
data analysis

ADSL /A 715PA FIBER /A J 15P-1 ADSL /B 7 15PA
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Network
Structure

Problems

User . -
(Alarms)

Views

Active

Alarms

Current History
Values Charts

List of Graphic
Objects View
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1.3 Prof. Yuval Shavitt

ivingstane, I p;"eme?’
DIMES
Yuval Shavitt
School of Electrical Engineering

TEL AVIV UNIVERSITY * 20NN NUOIIN

shavitt@eng. tau.ac.il
http:/fwww.netDIMES. org,
http://www .eng tau.ac.il/~shavitt

Why DIMES?

+ In 2003 topology measurement were done
by instrumentation boxes.
— Hard to deploy in large numbers
— Almost all in universities
+ Data was hard to obtain.
+ Projects
— Nimi
— CAIDA Skitter

i

Y
DIMES: Why and What &4

* Revolutionized Internet measurements
— Replace instrumentation boxes with software agents
— Ask for volunteers do help with the measurement
* Advantages
— Large scale distribution: view the Internet from everywhere
— Remove the “academic bias”, measure the commercial Internet
— The only approach that can come close to the full picture
+ Capabilities
— Anything you can write in JTavat
— Obtaining Internet maps at all granularity level with annotations
+ connectivity, delay, loss, bandwidth, capacity, jitter,
— Tracking the Internet evolution in time
— Monitoring the Internet in real time

DIMES Today

About 500 agents seen each day
— Down from over 1000

* Over g)SASes every week
+ About”2-3,000,000 daily mgsurement

Impact

+ New projects looked at large scale software
based measurements
— Ono
+ The open approach
— Give data with no overhead
— Allow users to run experiments

— Datais now easier to get not only from us
* Still many use our data

Project Initial Progress

Data-Bots Chart the Internet

YNET
A [ = T
——
- VINURNRINE!
. ﬂ NN 0103 AX 0% 04 (DIMES

0 a0 wnh e
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v Acut A

Mew measarements

Lemma 32w < 5 (1 - gy)
Proof: By induction on ¢

AR

Optimizing DIMES
PP maps & Network Evolution

a®

Static/Default Routing to Egvpt

iy
United Ststes —
France W—
Canada NE—
United ingdom -
United Arab Emirates I
Horg Kong [
lapan WL
Germany M
switzeriand 1
vhssine
Norway
Aute s

0 ] 0] % o % @
Pumber of Static Routes

a®

Background

PoP —Point of Presence - a concentration of routers and other
networking devices in a campus from which Intemet
conmectivity is offered to the region.

* DIMES worked so far on either IP or AS level.

Coro Nabwork
A Drop bhex

| Backbore/Core
Aniars

Fast Ememat
Swich
o Notmorh Chert
Acces Hrssers
— — —
D Mot
Access Servers

Recent Papers

DIMES data analysis

— k-shell analysis [Carmi ef al., PNAS07]

— Bias analysis [Weinsberg & S., JSAC 11]

— Anonymous router identification [Almog ef al., MCD08]
— Efficient motif identification [Gonen & S., Int. Math. 09]
Generating periodic PoP level maps

~ Coarse PoP identification [Feldman ef al.. Comp. Net. 12]
New Measurements

— Packet Trains [Allalouf, Kaplan & S., Tridentcom09]
Optimizing DIMES operation

— Approximation results [Gonen & S., IPL 09; ...]

Building
Internet PoP Level Maps

The Internet Structure
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The Internet Structure

| | | The PoP level graph

v
O
o

The Grand Plan

tosaprattorots r sy (S

: IPs in PoPs
GeolP database ’ ‘ BoP Geo-

[SAG, Des30] - Enbeddng SR

ok in prog

Previous PoP Discovery Approach

Focketfuel Spring ef af SIGCOMM 2002
iPlane: Madhyastha et al. IMC 2006

What is the graph obtained from
running traceroutes thru a POP?

e
r -

Our PoP Discovery ‘

= Use Link Delay and Network Motifs to identify a PoP:
~ Look for edges with small link delay
« Indicates nodes proximity
+ Require a minimal number of measurements per link, for delay accuracy.
~ Tdentify bi-partite motifs in the graph
— Classify to Parent-Child groups
— Localization and unification to PoPs — ey

5 8

An Example .
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[
¥

“ Traceroute Measurementsi ‘
for PoP Discovery

30M-40M measurements per week

5.5M-6.5M distinct edges discovered

~1000 agents in over 200 ASes are used for the measurements.
2.5M IP addresses in over 26.000 ASes are being targeted.

Using median algorithm to estimate distance between nodes

PoP Discovery

« Sensitivity to delay threshold

Hamber of Paf IPs

Numbes of PoPs

= Sensitivity to mumber of measurements threshold:

Hamber of Paf IPs Number of PoPs

Choosing The Time Periodh PoP Discovery Results &

+ Discovered PoPs
— ~4400 discovered PoPs

No. o PoPs 1P3In PoPs

1 week to 1 week <1% <1% 20% Cver 50K 1Ps within discovered PoPs
1 week to 2 weeks +58% 7% 3% — Over 100K IPs within discovered PoPs with singletons
2 weeks 10 4 weeks +10% +15% +50%%

+ Discovered mostly large PoPs and not access PoPs

¢ We used two weeks
~ Increased number of discovered PoPs compared to 1 week pericd
— More sensitive to changes than 4 weeks period

PoP Geo-Location ‘ PoP Location and ‘Convergenceh\

+ We strongly believe that if we identify IPs as belonging to the
same PoP - they are in the same geographic proximity.

+ Use location information from several geolocation databases to
determine PoP’s location.

+ Location is selected by majority vote.
Majority vote uses the location of all IPs within the PoP taken from all
geolocation databases
— A range of error is given for each PoP location
+ Mo more than 100km radius
+ The location is given as Latitude, Longitude
- With some refinements

42 Stage 1
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o World PoP Map W
PoP Locati and‘Convergenceh A

1ES

43 Stage 1

@ . ‘e
Evaluation of Geolocation st @
Databases l
CDF of Databases convergence range
— 5
: /
| &
R
) Y
Evaluating GeoL.ocation databases Evaluating Geol.ocation databases “

Ground Truth Location

* Using CAIDA’s 25K “Ground Truth” IP addresses
- Jamuary-2010 database, based on DNS & ISP collaboration
~ Inthe results, city range considered at 100km range

| Databwse] _____iPhiis]|  Country Mateh ]
Geobytes 67.3% 80.1%
HostIPInfo 28.1% 89.0%
IP2Location 100% 76.0%
IPligence 100% 76% . o G
Netacuity 67.9% 96.9% WK iy Heatmap - Median distance between databases  CDF- distances between databases
Spatter 51.1% = NI LG
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Evaluating GeoLocation databases "
Database Anomalies - D Between Datzb
g 3
S Sz ol
. =
= 3
= s
otl
VerizawMCI/UUNET (ASN 703)
10-nodes PoP (w/S ingle tons)

a

Improved Geo-Location ,*F

* Many PoPs are placed in the correct
location.

* How to improve the others?

* Use the connectivity between PoPs

5

Global Crossirg (ASH 3549)
160-nodes PoP (wS ingle tors)

Example Result: Telefonica Network

Range of rror[um]

Testing Performance: Anchors

¢ | Within | Withi

Beyond
km

[ Doy oy |37 s3% |

Total 80| 8% | 3%

» Attempt to locate each of the 180 anchors
using the other 179.

— 82-87% success =

— 100% success using co-locatic

Applications

Measure cellular network performance
Measure the routing infrastructure

— Security applications

— performance
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1.4  Dr. Arjuna Sathiaseelan

Public Access WiFi Service (PAWS)

Arjuna Sathiaseelan
Computer Laboratory

SMART Internet Measurement Study Workshop
20 May 2014

IUNIVERSITY OF
"CAMBRIDGE

Digital divide and affordability

100%
Netherlands
90% Fronce Denmark
- 2 Switzerland® ®—Norway
‘% 80% ‘Belgium
% 70% Germany‘ Sweden ‘Finlar_-d T
& .. Lzech Republic ;
_§. 60% Austria @Portugal  Estonia & .Croatua
c o £ Hungary
é D% haly Bulgaria
D 40% D Slovakia —
5 Turkey
0
§ 30%
i o
Sl Ukraine
10%
0%

0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

Broadband total cost of ownership as a percentage of personal disposable income

(Source: Analysys Mason, 2013)
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Public Access WiFi Service (PAWS)

5 P
Citizen's -\— PAWS ‘_Internet .
device = Gateway *ﬁ
P Management/
Sharer’s VPN ' ypstream VPN Server
Access Point MLab
Server

Funded by the RCUK- Cambridge (Lead), Nottingham, BT, SamKnows, BISMark,
Nottingham City Council

Deployments in Nottingham, broadband performance measurements, sharing
experiments and understanding PAWS usage characteristics

Enabling Less than Best Effort (LBE) access
WiFi access points : lack of QoS (both upstream and wireless)
DSLAM/MSAN: Need L2 QoS differentiation
PAWS: We throttle at 2Mbps downstream/512Kbps upstream

Digital Divide: Noftingham

% with home

internet access Area 1: Bulwell, Bulwell Forest

Area 2: Basford, Bestwood

Area 3: Aspley, Bilborough, Leen Valley

Area 4: Arboretum, Radford & Park,
Dunkirk & Lenton

Area 5: Sherwood, Berridge

Area 6: Mapperley, St Ann’s, Dales

Area 7: Wollaton West, Wollaton East &
Lenton Abbey

Area 8: Bridge, Clifton North, Clifton South

[ 77.9% - 78 8%
[ 78.9% -817%
Il 51 5% -868%
I = o 68 5%

Localities
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Wardrive around Aspley

= 5 :
%A S s 2 il
< > ?Q B o Healthcare
b
3 T .‘ .
8 Total unique SSID = 1067
. AS1h - q
L Miff;treet 2’7-,
+ ABT L e Recreation oy
0| - (o] o Ground 1
.,‘ ® ©y, & Provider Percentage
= N Y . e 3
s gy ¥ NSRS SKY 23%
[ o gqe®a, Fo & foes™ Fooa .
S 3 P © o Virgin sl
® a8 o
oo o Co o)
...h-r o T oo oo, ° %, BT 23%
o, o 88 Bocogee o FON 61% of BT
Qg o) [ I Q = .
ol S 88,2% 008 % . Unspecified 33%
o4 Aspley| ,". %o 200" o
r @ SErag
e
— %90,5%‘ ‘. é“é‘\soaazn'
"g_ @&'G‘ Map data 2013 Google 'orms:J'fiClse Reps_famaphélr'mr |

# of PAWS routers

ISP Total Measured
SKY 6 5
Virgin 10 8
Orange 1 1
TalkTalk 1 1
Tiscali/PIPEX 1 0
Griffin 1 0

20 PAWS routers deployed between July-mid November
8 were used by 15 citizens: one was deployed in a public space

Remaining 12 served as measurement points
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Measurement Meftrics

Metric Method
Availability UDP Probe (60 B)
Throughput NETPERF (3 Parallel TCP)

Last Mile Traceroute/Ping to first
Latency non-NATed IP
E2E RTT Ping fo different servers
Loss D-ITG

Frequency
Every min
6 hours
Every 10 mins

Every 10 mins
Every 15 mins

Availability

Router

19 OO " A——, e 4
18 e ——————————— 4
17 +

16 | R e ———
15 T E— T E
14 | s — - -
13 |+ e

12 + - ¥ "3 4
11 e -w -—w EEE——— -
10 + —_———xee— el
9 t

8 | A A SFORNESRECOIMOCONN LS. L A .
7 E .
6 F

5+ - ) t 4
4 _————————m 2
3 — 4
2t ]
1+ pr—1 S - - -_-I'Iﬁ

07/01 07/15 07/29 08/12 08/26 09/09 09/23 10/07 10/21 11/04
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Broadband Performance

I Download ®  Upload F Download = Upload
Q Q
o 135 ; 2 160 r T T T
2 50) ey ] St . ]
2251 . R 3 120 ¢ 1
= <, 100 - T . & a—
g FOpearTE yrwOT—rr- s e ,
£ 15+ .\: e . ..- . B £ &l 5
00 ) . ] 5 © s i
E=3 =
e 51 - 1 e 20+ .
% 0 N L qjlmr—‘—:b—— i q, s @q q, i ,\ S u g 0 \ L . L ;"——_{tu & '-'Fj L n
2 Q N WV N 3 v ) U & 2 o W2 N (- v {2
T EEE S S T E S
Availabilty - Availability -
L . . . . . . L . . . . . .
N \} 5] N2 © O =3 A N b N o ] d o & ] Al N s
O N W P V) VP N AU ™ v oF GV §
T R I - N PRSPPI S T S L
T Download = Upload - Download = Upload
a o
2 55 2 20 T T T T
?;Ag— T l- - ..-‘ -\ T T ] ‘E:}g_ .._ -J'lf'i
=3 T T 3 B
a2 al 1 Z 14| . .
r 1 r L
2 25} ] £ 8t g NrpasS .
= ] 3 4l - e T .
o . 4 |-
[ [ . ]
o 0% L ! . ) L my . . L] E % e #—'---nwlw-'ww’ gt ‘
G N & > & G o 4 N [ ™ o ) W ©
$ o P W P § & 3 & S S s 0"‘
RSO LT A RGO O TS ELEF ST E S
T T T T : T T : i " T T T T : :
Availability - R — B Availability -
N . T S S N T N A
O o~ ™ Vv o 2 N "]r N (Vv
SR AL S T AR S R I R AN L

Broadband Performance

(download)

1 T T FI T 1 —T—
09} o 1
range 14Mbps (Offpeak) —
08 Orange 14Mbps (Peak) 08
“© I Talktalk 16Mbps (Offpeak) —— 1 : Virgin 10Mbps (Offpeak) =——
07 Talktalk 16Mbps (Peak) —— Virgin 10Mbps (Peak)
IF SKY 16Mbps (Offpeak) s 1 Virgin 20Mbps (Offpeak)
SKY 16Mbps (Peak) s Virgin 20Mbps (Peak)
061 1 08F Virgin 20/30Mbps (Offpeak)
w w Virgin 20/30Mbps (Peak)
8 05} . 8 Virgin 60/100Mbps (Offpeak)
Virgin 60/100Mbps (Peak)
04+ g 0.4} SKY 38Mbps (Offpeak)
SKY 38Mbps (Peak)
03} E
02} g 024
01} R
0 L4y 0 A
010203040506070809 1 01 02 03 04 05 06 07 08 09 1
Normalised Throughput Normalised Throughput

Fiber has sufficient capacity to share 2Mbps
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Broadband Performance

(upload)
ISP Min Max Average
(Mbps) (Mbps) (Mbps)

Virgin 10 0.33 1.00 0.68
Virgin 20 1.01 1.18 1.12
Virgin 20/30 1.05 2.01 1.23
Virgin 60 2.45 3.00 2.94
Virgin 60/100 2.5 9.95 5.15
SKY 38 1.05 2.33 1.97
SKY 16 0.47 1.31 0.91
TalkTalk 16 0.72 0.90 0.87
Orange 14 0.03 1.31 0.60

Sharing 512 Kbps on upload needs AQM/QoS on home routers/BRAS

Last Mile Latency and Loss

100 |

Last Mile Latency (ms)
=)
I
HI H

Virg, Virgy, Virgy, Vi Sky
1 10143”2001 2073 60441,”’ 607 ﬁj% Qg A2 T4y,

Loss was negligible <0.07%
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Effect of Primary Citizen Usage on

Nalel=l

Loss (Download) = Loss (Upload) % RTT =
£ 10000
2 1000 ¥
& E
0 100 -
@ =
S 10 o
& . w
& w
2 S o O L o & 0 4 N > o

Q N A N QO Q & Q' & Q'

EA A L G I I
SRS T T T T T T Y )
g 400 | Download
= a0 | Upload —
o
£ 300
2 250
2 200
= 150 |-
P 100
s L | II J.‘ |

77t
ST TR S T S S
SO R SR SR AN

Sharer was on a 20/30 Mbps fFiber link
Throttling was sufficient

5000 e . . . e . 700 . — — — —
4500
600 - 1
4000 -
% 3500 g 500 - 4
T 3000 g
% 2500 5 40
< b
o c
= 2000 - T 300 - -
£ 1500 P
£
@ < oo b _
1000 & 200
500 ~ 100 - g
O o 020304 0506070809 1011121314 1516 17 18192021 22 23
Time of day 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20
Youtube mmm  Games Jobs Other s Time of day
CDN mm iPlayer mmm  Torrent Youtube s iPlayer mmmmm  Shop/Bank
Information mmmm  Updates ww Shop/Bank oo Updates == Other s
Porn Ads m— Skype m— Games Jobs m—
Category
Ads 60
Youtube 8
Games S
Legitimate Uses 4
Porn 3
Updates 2
Other/CDN 18
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Conclusions

Lessons Learnt

Deprived urban areas have network infrastructure with
good capacity

Fibre networks ideal candidates for network sharing
ADSL is common - need better QoS to support
Ads are a main driver of traffic
Issues
How do we measure unused capacitye

One serious issue: Usage caps and measurements!

1.5 Dr. Walter deDonato
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Distributed platforms
for measuring and monitoring
broadband access networks

Walter de Donato, Alessio Botta, Antonio Pescapé

Srikanth Sundaresan, Sam Burnett, Nick Feamster

Introduction

Large scale measurement platforms are necessary for
studying residential Internet access networks

=> Several approaches and platforms have been adopted
=> Standardization effort is ongoing while deployed
platforms are not interoperable yet
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A taxonomy of existing approaches

Based on where VPs initiating measurements are located

Wide Area Network (WAN) User Network (UN)
/\
Stub Network | ISP Network Gateway Host
A
Transit Network Application Browser
Point

Active measurement counterparts

Modem
Router

ISP
Network

Stub
Network

Transit
Network
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UN-based platform requirements

Optimal operating conditions
VPs should cover most geographic areas, ISPs, and service plans

Enough measurement servers should be available at the shortest
network distance to most VPs

Functional requirements

manageability traceability non-intrusiveness
Inexpensiveness autonomicity portability

security scalabiity flexibility accuracy
privacy Visibility independence

Two complementary platforms - One
architecture

ZBlSmark HeBBIT

(Gateway-based) (Application-based)
http://projectbismark.net http://hobbit.comics.unina.it

Measurement
server

easurement
lient

Management
server
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Two complementary platforms - One
architecture

% BlSmark HeBBIT

(Gateway-based) (Application-based)
http://projectbismark.net http://hobbit.comics.unina.it

HoBBIT

Measurement
server Measurement

HoBBIT

Measurement
lient

Management
server

Specific features
=BISmark » HaBBIT

(Gateway-based) (Application-based)

Multiplatform client based on Qt libraries and

Customized OS (OpenWRT-based) bash/awk ports

Remote access to router console for Identification of connection ISP and service plan
troubleshooting details

Possibility to temporarily suspend the

Captive portal-based one-time device registration
measurements

Flexible measurements (when, which tool, and

Monitoring of gateways health how to run it)

Controlled-overlap scheduling algorithm for

Crosstraffic-aware measurements “heavy” measurements

Opt-in passive measurements Users aware of current activities

Mutual exclusive scheduling algorithm for
“heavy” measurements
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Current deployments

Scope

Vantage Points

Users

Measured Access Networks

Cities

(©]
. AT

soliri
AMERICA

Pacific
ocean L)

& BISmark

(Gateway-based)
Worldwide

417 (141 active)
417
417

176

H=BBlT

(Application-based)
Italy 70% 1:',“
489 (57 active)< 12% (1

e 18% ()

-
Constantine > a7’ .

Basic active measurements & tools

& BISmark

H=-BBlT

(Gateway-based)

(Application-based)

DNS failure rate

forward/reverse IP level path

paris-traceroute

round-trip latency under load

Netperf + ICMP

What How What How
upstream throughput upstream throughput
(multiple TCP flows) (single TCP/UDP flow)
Netperf
downstream throughput downstream throughput
(multiple TCP flows) (single TCP/UDP flow)
round-trip latency Ping round-trip latency
(ICMP) (UDP) DTG
round-trip jitter round-trip jitter
D-ITG
round-trip packet loss round-trip packet loss
upstream/downstream capacity BitTorrent upstream throughput
Shaperprobe
upstream/downstream shape rate BitTorrent downstream throughput
DNS delay
nslookup
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Other measurements and studies
& BISmark

(Gateway-based)

Project Institution(s) Description Publications
Performance Characterization
Broadband performance Georgia Tech, University of Napoli, INRIA, Study factors affecting broadband perfor- [10, 40], WiP
FCC/SamKnows, Research ICT Africa, Na- mance in the US and in developing countries.
tional University of Sciences and Technology

Web performance Georgia Tech, INRIA Characterize and mitigate last-mile bottle- [41]
necks affecting Web performance.
Home wireless performance Georgia Tech Study home wireless pathologies and bottle- ~ WiP

necks in home networks
Usage and Home Network Characterization

Home network characterization ~ Georgia Tech Understand usage and connectivity. [18]

Home Constant Guard Comcast Expand Constant Guard to provide informa- ~ WiP
tion about devices infected in home networks.

PAWS University of Cambridge Internet sharing in underserved communities, ~ WiP

Topology and Connectivity Characterization

Google cache measurements University of Southern California Study effects of Google’s cache deployment  [7], WiP
on performance of Web services.

Network Connectivity Georgia Tech, USC, RIA Characterize ISP connectivity and path infla-  [19]
tion in Africa.

Network outages and DHCP University of Maryland Study effects of outages on IP address alloca- WiP
tion worldwide.

OONI/censorship NUST, University of Napoli Study the extent and practice of censorshipin ~ WiP

various countries (initial focus on Pakistan).

Table 1: Summary of various experiments (and publications) that BISmark has enabled to date. “WiP” denotes work in progress.

The power of mapping results (Hobbit)

Average performance over different regions/municipalities

v st . ma

' Download i " Upload
2 Thmughput[Mhps x ‘ Throughput [Kbps] |

'@ more than i P [ more than 512 ~
from10 to B - 2
HOfrom 8 to
([ from 6 to
4 to
2 to

Maps give a quick sketch of average performance over the geographical areas
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Looking for answers from collected data (Hobbit)

To what extent ISPs offer the advertised performance?

Advertised
1000 - rpr —
e &/ e
£ I i ;‘{.. e i
% 512 | 0 s
o o« ; ¢
Q384 [ |
o oi ¢ @ & o B |
S‘ 256 L. g . i O o SN SRS SRR SR A0t S
128 [ioeieetond o
ol ../ Measured
012 4 678 10 12 20

Download rate [Mbps]

Often the same performance could be obtained with a cheaper service plan

Looking for answers from collected data (Hobbit)

To what extent ISPs offer the advertised performance?

Advertised
1000 -+ —FFr 7=
W a—
Q ! oa E. : =y
-D So @ & For - . -
£ 512} | o Measured - xDSL
B 384 | YA
ke A i
128 +
0 1 1 1 1 ] L L i 1
012 4 678 10 12 20

Download rate [Mbps]
Often the same performance could be obtained with a cheaper service plan
This is more evident for high-end service plans
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Main lessons learned

=> Gateway- and application-based approaches have complementary
aspects

they might cooperate to get more insights on performance

=> Encouraging participation is challenging, while loosing it is very easy
users give to the probe the responsibility for any problem they experience

=> Form factor matters
users often trust commodity hardware over custom hardware

=> Duration of measurements makes the difference for some metrics
long term throughput might be very different from short term one

=> Using fine granularity when storing results is a good practice

Open points

=> Large scale and dense deployment of VPs

for obtaining more accurate insights on performance by geographical location and ISP
=> Cooperation among available platforms

for improving performance analysis effectiveness
=> Proper scheduling of measurements

for enabling scalability while managing overlap among measurements

=> Access to technology-specific layer 2 parameters (e.g. DSL negotiated bitrate,
signal attenuation, SNR, interleaving/fast)

for tuning measurement tools and better interpreting results
=> Layer 2 technology detection techniques

for enabling technology-aware measurement technigues
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IVIore Into at:

http://traffic.comics.unina.it
walter.dedonato@unina.it

1.6 Prof. Antonio Skarmeta Gomez

Monitoring and Measurement on
Internet of Things Scenarios
SMART Internet Monitoring Study

Antonio F. Skarmeta
<skarmeta@um.es>

University of Murcia (UMU)
SPAIN ‘
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Es

Internet of things/M2M

+ Many definitions and views

— HW for small devices, networking between the things and with
others, sensing and controlling, data processing and reasoning,
CPS ..

* Main purpose
— Enable interaction with the real warld
— Optimized solutions for resource-constraint devices

+ Major goal of loT research is integration of sensor
Islands into a globally interconnected infrastructure
— moving from currently existing Intra-net to a real Inter-net of
Things
* Include legacy systems (non IP) as part of the history
* Real vs Virtual sensors

L -]
ﬁ
=
'

P

loT Ecosystem

* Architectural Schematic of loT
— Challenges:

« Heterogeneous sensor networks
» Global and local connectivity

'
: | IPv6 Sensor

’ : Network
L
Internet . IPv6 Local
Wide-Area ' Network
Mobite - Border
O, Monitoring - u*m
Appr ’ GLOWBAL
Choud ' e
Computing H VO Services
(saas) H ou Non 1P Sensor
(s - Gatewrys : Network
Mnformation ' for v H
Sysema ' and Logeey
' sensory ' Hon Py
' ' (1Pt oe
Legacy)
el

=
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e

Covergence of different layers

loT Ecosystems

* Interoperability of heterogeneous networks
through IPv4/IPv6 Internet based on half-

gateways.
& wax ot
s > 8

Internet ~ Sensor Network

(IPv4 / IPV6) g Intﬁnet[lP\lﬁl {IPVE)

,—A—@P
e l-l.-‘l-'.ln.l. L
o |

@> = .
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Services
&
Applicatio
n Layer

“
IPv6 Networking
Kernel W 0 I ethi (BLOWPAN-USB e
Linux net) CDC Bridge) ap0 ( ressing Proxy)

Adaptatto 6LoWPA Hagﬁ:ﬂ;y E&i%lle
n Layer LoWPAN) —
IEEE
MAC& UsB . cansus | RN
Physzcal 1 %0
‘ LE

Transport
Layer

Layer

B

loT experimentation

+ Evaluation of loT solutions under realistic conditions
in real world experimental deployments still difficult

— Daunting logistical problem to experiment with thousands
of small battery-powered nodes

— Also considering gateways models, orvirtual sensors

* We need experimentation environments that will
allow

— Technical evaluation of loT solutions under realistic
conditions

— Assessment of the social acceptance of new loT solutions

— Quantification of service usability and performance with
end users in the loop
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Es

Some examples/approaches

+ ETSITS103104V1.1.1(2013-04) CoAP
interperability test

| Test Operatar |
& &
r ¥
Clicat a——p| Oateway |‘ Server |
| !
Packet Packer
smiffer suiffer

+ ETSIPlugteston 6LowPAN and CoAP

@ 21ic :

PROBE-IT —

Pr—
———
i e —
Owta & e e —_—
Suva
[reas—u »
ade < oo ~ e vy .y gt
Das >oomus ~ o ey
p— ey M potvas
P v Ao wavres
Sercvrie S
- &3
B —_—
v, ~rves
[ Foniasy st Ginss B —
[P ’ ¢
oo evvrenmenisl mersien
Mo et tmanaes
‘,"._I,__,=> =
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Es

* Up to now silos of evaluation approaches, but we
need ...

Scale

— Going up

Heterogeneity of devices and device technologies
— support interoperability at different layers
Repeatability of experiments

— on a testbed or across different testbeds difficult
Federation of loT testbedswith other testbeds

— important for end to end experimentation

@. IIIC 10

Challenges

B

Requirements

*« Scale
— smaller-scale testbeds in the range of 10s up to hundreds
of nodes were sufficient for most  experiments

— many loT experiments will demand an order of magnitude
larger scale

* Experimentation with 1000s of loT nodes possible,
but

— minimized human intervention, maximized plug-and-play
configuration, and automatic fau-management required
— support mechanisms that ease the selection of adequate
testbed resources and the composition of experiments ar
necessary
@. DIIC v
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Es

Requirements

* Heterogeneity
— Testbeds evaluation have to include various types of
devices and protocols not just CoAP

— gateway devices should be an active part of the
experimentation infrastructure.

* Achievable, but
— Tools allowing effective configuration and execution of
experiments across heterogeneous testbed resources and
the corresponding management of devices required
— Providing support to ease programmability of

heterogeneous devices, which often come with diverse
execution environments required

@. JIIC 1

B

Requirements
+ Repeatability

— Repeat experiments within and across different testbeds
* Replayability
— Adeqguate packaging of experimentation specifications, traces,
and results so they can be easily re-executed and compared
across different testbeds
* Heterogeneity and the wireless nature of loT testbeds,
ever changing ambient conditions = both features hard
to implement

+ Monitoring of radio environment during experimentation
and benchmarking of different testbeds required
— providing hints for the interpretation of experimental data

+ Replayability requires
— agreement on standards for the specification of experiments,

collection of traces, and the packaging of experimental results
, 2 across a variety of testbeds 14
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Es

Requirements

+ Federation

— necessary to achieve scale or to add capabilities for
experimentation, which are not locally available

— viable solution to create larger and more heterogeneous
facilities out of specialized, smaller-scale ones
* Requires
— common framework for authentication, authorization,
accounting, reservation, and experiment scheduling

@. JIIC 13

B

Requirements

» Concurrency

— supporting multiple concurrent users and experiments is a
necessity for an economically viable operation

— larger-scale testbeds must support multiplexing of
concurrent experiments

* |oT devices are substantially resource-constrained
— virtualization at the hardware-layer very difficult
* “Virtualization” at the testbed level more feasible

— advanced mechanism allowing selection of testbed
resources to minimize interference of concurrently
executing experiments, while satisfying the requirements

of the experniment required
 IINC 15
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Es

Requirements

* Experimental environment:

— loT technologies heavily depend on ambient
environmental conditions in which they are deployed
= so does the senvice logic of the diverse loT applications
* Qutdoors deployments, in the real, wild world

— require more robust techniques for realizing out-of-band
management and control planes =» wired solutions have
to be replaced by wireless

— Increased robustness important due to the increased
overhead of the maintenance of testbed equipment

= access is often traded off against the threat of physical tempering,
deliberate damage, or theft

@. JIIC 17

B

Requirements

» Mobility
— Real world is moving, so are the loT devices aftached to
them

* Handling such mobility and the associated system
dynamics is thus a key requirement for future loT
solutions

— mechanisms to control and exploit realistic mobility of both
loT devices and real world entities during experimentation
are necessary

* Privacy and security

@. JIIC 18
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Es

Requirements

* User involvement and impact

— Many loT applications centered on human users or require
their active participation = experimentation more difficult
to control and may invalidate results

* Required mechanisms allowing for

— evaluating social impact and acceptance of loT solutions
and applications

= Automated detection of situations when user behavior influences
the validity of collected data

— provision of efficient multi-modal mechanisms for user
feedback

@. IIIC "

s

ANA4loT experiments, measurements

* Objetive: Analysis for Future Internet architectures
for the Internet of Things

— Connection setup time, transit time of packets (latency),
available bandwidth over time, average time to transfer a
file

= one ys. many connections (bandwidth and scalability)

— Handover delay, packet delay, packet loss (if any), effects
on the transmitting and non-transmitting connections

— With malicious nodes, measure interference (delay,
broken connections)

@. JIIC 2
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Es

Experimentation environment

* Four different levels of:
— loT devices (things) connected to enabled edge netwarks with maobility
capabilities.
— Medium-power devices (normal hosts, nodes) connected to the edge
networks.

— Interconnection equipment (gateways and routers) forming part of the
global transit network or interfacing it with the edge networks or loT
enabled edge networks.

— Specific equipment to provide the control and management planes.

@ 21ic a

Lt L . A -
4%;0 T N = m o I
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loT6 Monitoring parameters Q‘E
Scalabilit

+ The following performance metrics have been considered:

@. DIIC

Delay: The delay have been taken measuring the time since a request
is sent to the response is received, either positive or negative.

Packet error: If the packet is lost, the result shows a negative delay,
so this negative delay is represented as a connection error.

Memory usage: While the testis being performed. an application is
taking FAM usage values every second from server side.

CPU usage: While the test is being performed, an application is taking
CPU usage values every second from semver side.

Network usage: While the test is being performed, an application is
taking network usage values every second from server side. The
network usage is composed by and TX.

13

B

Conclusions

* Wider background: loT for large scale monitoring (i.e.
Smart Cities domains)

* reliability + security + scalability

* real-time / secure loT applications are hard to achieve
besides bespoke solutions

* diverse feature-set of loT data sources

loT devices can produce data-streams in a wide bit-rate
spectrum (ON/OFF = CCTV video streams, legacy,gateways)

for real-time applications low latency transport needed

+ private nature of generated data

need to link data source with well defined user/ application and
dynamically secure those pipes to prevent “knowledge leaks"

@. JIIC y
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@. JIIC

Es

As the central output of the experiment we propose to measure
the bandwidth, throughput, and delay of the communications
established with the low-powered devices connected to the edge
netwaorks for the different protocols.

(Get the behawvior of different communication combinations,
including the thing-ta-thing, thing-fo-host, hosi-fo-thing, and even
host-to-host.

Experiment with the mobility support of the different approaches
to get the particularities of each handover operation.

Evaluate the secunty of communications with simulated intruders,
denial-of-service attacks, robustness of security infrastructure,
etc.

Overhead of the integration of some approaches with a security-
oriented, identity-based control plane

Proposed experimentation

13

B

Tests and measurements

= The first experiment just consists in incrementally making many end-nodes
of different types establish many communications with each other and
sendfreceive a big file, evaluating:

— latency
— bandwidth and scalability
— throughput

= The second experiment consists on evaluation communication and
handover process by moving a node from one network to:

— Handover delay,
— packetloss

= The third experiment consists in selecting some nodes and configuring
them as attackers which intercept the communication between other pair of
nodes.

= The fourth experiment consists in introducing security extension on the
architectures based on identity-based control plane

@- JNC 2
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CCN - loT Experimentation (ll)

CCN Information
Provider (PLE)

CCN Information
Frovider (PLE)

Dozens of

CCHN Intermediate
Elements (HEN)

Dozens of CCN
clients (PLE)

Things/Sensars
[CCN clients]
(NITOS)

@ JIIC .
s

CCN - loT Experimentation (lll)

CCN Information
Provider (PLE)

CCN Information
Pravider (PLE)

Dozens of
CCN clients
(FLE)

Measure the overload of .
the “things™ when CCN Intermediate
Elements (HEN)

receiving information

[CCN clients]

Dozens of CCN
clients (PLE)
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CCN - loT Experimentation (IV)

CCN Information

CCN Information
Frovider (PLE)

Measure the delay from .
the information request to 'mediate
its reception its (HEN)

zens of CON

Things/Sensors \
clients (PLE)

[CCN clients]
(NITOS)

@ JIIC

CCN - loT Experimentation (V)

CCN Information
Provider (PLE)

CCN Information
Pravider (PLE)

Dozens of
CCN clients
(FLE)

ntomedinte sements  CON Intermediate
Elements (HEN)

when there are many
requests/responses

Dozens of CCN
clients (PLE)

Things/Sensors
[CCN clients]
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CCN - loT Experimentation (VI)

. Measure the undesired
traffic produced by CCN
for a single request

| hings/Sensors
[CCN clients]

pllle E)

2 e

ITSSeS seasor Centrzl ITS.S Host
KOOI Y T B e
nerwork Roadside (FOTiis Road Safery .

Alanagement Centre)

Central ITS.S Host
ATSSe6 Roadside

Monitonng Centre)

. (=
Stand .ITS_SMS

Launch Area

(Hall A)

33 FOTsisTTSSv6 2012 Vienm ITS Warld Congess Joint demo ..:z.. -
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